Capabilities Statement

LOCH Technologies is a Silicon Valley cybersecurity company. The company
was founded in July 2014 by industry experts with over 100 years of
cybersecurity experience in enterprise, critical infrastructure, and
government information security technologies and best practices.The LOCH
Wireless Machine Vision™ platform provides next-generation wireless AlI-
driven threat intelligence across 3G/4G and 5G deployments, broad-
spectrum wireless IoT, Citizens Broadband Radio Service (CBRS) and

802.11/Bluetooth WiFi environments by providing customers with full IoT
802 SeCU re, InC discovery, asset classification, risk analysis, and actionable remediation
capabilities based on a zero-trust framework.

(510) 703-6149 LOCH Technologies provides a solution called AirShield to provide
cybersecurity, performance monitoring, and cost management across all
. 5G/LTE, broad-spectrum wireless, 802.11/Bluetooth, and Citizens
info@lochgov.com Broadband Radio Service (CBRS) environments through our robust and
extensible patented Wireless Machine Vision™ platform.The AirShield
solution utilizes several software-defined radios (SDR) capable of “listening”
to RF emissions in the range of 100MHz to 6GHz. This includes WiFi,
Cellular, Bluetooth, and LPWAN amongst other protocols.

UEI: FZPXBVF4AUPB2 This solution has the ability to locate, identify and monitor radio emitting

devices over a broad range of intended and unintended emissions. The
Cage: 92U44 monitoring of such emissions enables the users to attain deeper visibility
into the spectrum and protocols used by the devices for their
communications to provide the much-needed data for device identification,
location pin-pointing, authentication, and access management. LOCH's next
generation of wireless threat monitoring. provides visibility into the invisible
threats in order for risk managers to implement a zero-trust cybersecurity
framework.

lochgov.com

Setasides:

Primary NAICS: 541512 -
Computer Systems Design Services
. To provide effective security, performance monitoring, and cost
Secondary: 541514 management for all 5G/LTE, broad-spectrum wireless, 802.11/

Bluetooth, and Citizens Broadband Radio Service (CBRS)

environments through our robust and extensible patented Wireless Machine

Vision™ platform.

Core Competencies

Wireless IoT Intrusion Detection and Asset Classification
Zero Trust Policy Enforcement

Rogue Cellular Tower Detection

IoT Vulnerability Assessment

Mitigation and Remediation of IoT Threats e pAVOH 15 gy
Free Threat Hunting Application to pin-point nefarious iy AT
devices :
Prevent IoT Data Exfiltration

Off Premise configuration, no need to plug into the network.
LTE Backhaul

Differentiators

o Single pane of glass to manage wireless threats across a broad
spectrum of RF

o Early Warning System - detecting threats before they hit the wired
network

e Edge IoT Vulnerability Scanning to detect & identify exposed threats
before they are abused

e Monitor Enforce Zero-Trust Policies and “No Phone” Zones

e Deployable in air-gapped environments







